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What You’'ll Learn

This E-Bite introduces solutions for managing the health and safety of your employees
and equipment in SAP S/4HANA. First, you'll start with the basics of environment,
health, and safety (EHS). Then you'll walk through processes for incident manage-
ment, environment management, management of change, and maintenance safety.
Next, you'll explore how EHS solutions get deployed with SAP S/4HANA. Finally, look
ahead to see the future possibilities for SAP’s EHS solutions.
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T Environment, Health, and Safety Basics

Welcome to what we hope will be an informative read on the software applications
that make up SAP’s environment, health, and safety solution set. The objective of this
E-Bite is to first introduce the environment, health, and safety (EHS) domain and
business function, giving context to the functional overview of SAP’s EHS solutions,
which are the main focus. There are also sections on basic deployment consider-
ations and the future vision of where the solutions are headed.

The intended audiences for this material are EHS practitioners who are trying to
understand what SAP’s EHS solutions could do for their business processes; existing
users of SAP’s EHS solutions who need a broader view of the platform; functional
consultants who have never worked with these applications before; and managers or
executives who are evaluating IT and business strategies to foster operational excel-
lence, sustainable operations, and a stronger safety culture. This is not written to be a
consulting or technical manual, but instead to be more of a primer for business and
functional stakeholders.

In this section, we'll begin by discussing the value proposition of EHS software appli-
cations in general, and then focus specifically on the evolution, scope, and value of
SAP EHS solutions.
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1.1  Why Use Environment, Health, and Safety Software?

Every organization, public or private, big or small, will set a business strategy and
then conduct operations to execute on that strategy. In doing so, risk is created and
must be managed. How that risk manifests itself is dependent on the type of enter-
prise. What does not vary is the positive impact management systems and the soft-
ware solutions that support them can have on risk mitigation.

An example scenario frequently used to illustrate this is that of an employee suffer-
ing a significant workplace injury. Naturally, a company immediately thinks about
the well-being of the employee, but such an event can also create major financial,
compliance, productivity, and brand issues for the company. Worldwide, the latest
statistics show that roughly 340 million workplace accidents occur on average,
according to the International Labor Organization, costing companies almost $3 tril-
lion dollars, according to Safety+Health magazine. In this case, an operational and
safety risk becomes a business risk.

Note

Visit the International Labor Organization website at http://s-prs.co/v553601 and the
Safety+Health magazine website at http://s-prs.co/v553602 for more details on these
statistics.

The EHS business function (along with related processes in human resources, asset
management, etc.) is key because it has evolved from a focus on ensuring regulatory
compliance to a focus that drives business continuity, brand preservation, and possi-
bly competitive advantage through cost reduction, productivity, and improved
employee retention. Hence, you want to support this function with the right tools
and systems to be effective. You want to use systems to promote a proactive safety
culture along with compliant and sustainable operations.

In the following sections, we'll outline some of the key benefits of using EHS software,
including establishing better transparency and control of business operations, reduc-
ing operational and compliance risks, and having the opportunity for better data and
more insight into that data.

Transparency and Control of Business Operations

Digitizing the operational EHS processes by using modern transactional and analytical
applications can make those processes more transparent. Forcing transparency and
adhering to strong management systems have knock-on benefits to the organization.
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These include a higher level of readiness for ever-increasing disclosure requirements,
legal situations, and corporate governance initiatives. Transparency is fast becoming
part of the cost of doing business and a basic expectation from all stakeholders in an
enterprise. An auditable system with structured data and robust analytical options
helps foster that transparency. This is true for EHS processes as well as any other.

Achieving a desired level of operational control is made easier when business pro-
cesses, institutional knowledge, company policy, and best practices are at least par-
tially reflected and supported by software applications. Managing transactions and
communication with proactive workflows and notifications help prevent work items
and issues from “falling through the cracks” and never being resolved. This is espe-
cially important when trying to ensure regulatory compliance, ensure a safe work-
place, prevent catastrophic incidents, and promote sustainable operations. Restrict-
ing access to data based on the role someone has within a process is a form of
operational control even if you consider it just an IT function. There are new rules to
ensure data privacy and protect personal information, correctly manage health-
related data, and monitor cybersecurity concerns, which all need to be balanced
against providing workers with the information and capabilities they need to do their
job. Software systems can better enable communication and collaboration between
disconnected stakeholders. EHS-related processes, like tracking incidents, assessing
risks, and compliance assurance, end up involving workers in the field to corporate
executives; it's imperative that information is flowing at all levels.

Finally, for those companies that have enhanced their sustainability and social
responsibility focus and have implemented policies to improve performance, soft-
ware systems can help collect data in a consistent and validated way to increase con-
fidence in what is being reported.

Reduced Operational and Compliance Risks

We mentioned earlier that implementing an EHS software system or platform will
have a positive impact on your efforts to mitigate risk within an enterprise.

Mitigating operational risk requires involvement of more than just the EHS function,
and is one, if not the primary, objective of EHS management systems and EHS soft-
ware systems. Managing through the lens of risk allows smarter decisions on how to
prevent incidents, reduce injuries, protect the environment, and ensure compliance.
Operational risk comes in many forms and it is imperative to build out a strategy to
manage it. Software can help encode and drive that strategy. Without a doubt, risk
management can be done without software systems and has been for a long time.
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However, risk management systems are put in place to improve situational aware-
ness across the enterprise, which helps organizations to quickly and accurately iden-
tify risks so that whatever controls that are set up are timely and more effective. Fig-
ure 1.1 depicts the basic Plan-Do-Check-Act (PDCA) cycle that underpins many safety
and risk management efforts.

PLAN |mmp DO

1 !

ACT |4mm| CHECK

Figure 1.1 The Plan-Do-Act-Check Cycle

Besides the internal factors that can create compliance risk externally, a matrix of
partially harmonized regulations at global, regional, and local levels impact the EHS
business function and increase complexity. An electronic repository of all compli-
ance requirements tracked down to the local level, or even further to specific equip-
ment and production areas, is key in mitigating this risk. Applicability is known, the
scope of the requirement is documented, and tasks can be assigned and executed to
ensure compliance. If such an application is effective, not only will compliance risk be
reduced, but the cost of ensuring compliance will also; there will be consistent work-
flows, quicker reactions to deviations, reduced penalties and fines, and fewer
resources to track all requirements and to ensure the organization is doing all that is
needed to meet those requirements.

Better Data and Insight for IT Management

Probably the most easily identifiable and measurable benefit of using software appli-
cations to drive EHS processes is the improvement in data quality and data access.
This is apparent, from the transactional data entry steps, to end users, to “power
users” who are responsible for end-to-end processes, and to the entire audience of
corporate analytics. Data quality is improved when software is enabling and validat-
ing the collection of information from end users. Using incident management again
as an example, a user entering information on the incident location, the people
involved, the time of the event, etc. will have a better user experience and provide
better data if the software is applying validation and formatting rules to what is
being entered. A truly integrated application like SAP EHS Management, incident
management can also allow the user to refer to valid person records, valid locations
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and equipment records, and data entry in their native language, all resulting in fewer
errors and more complete data.

Role-based access to the system was listed as an operational control earlier in this sec-
tion and as a mechanism to improve data quality. However, when someone is using
these applications, they're ensuring that they're only seeing or entering data
required by their role; this will improve auditability and user experience.

Finally, the whole point of ensuring data quality for data entry and processing is to
obtain useful and actionable insights from the system. Running applications that are
integrated allows you to gain insight from the rest of the enterprise to make better
decisions on corrective actions, investments in safety equipment, communicate
costs, and ensure situational awareness at all levels. This is something encouraged by
the ISO 45001 standard on occupational health and safety. The data being collected
can be used at the transactional level, used for predictive modeling, and paired with
big data sets for additional insight. Finally, software can drive reporting that is auto-
matically scheduled and distributed and streamline communication efforts, even to
external stakeholders.

1.2 The Evolution of Environment, Health, and Safety with SAP

SAP has offered a scope of functionalities for EHS within its platform since the late
1990s. The initial focus was on chemical management and product stewardship,
while the operational topics like safety, waste management, and industrial hygiene
came later. The EH&S add-on in SAP R/3 (which you may see referred to as “EH&S
classic”) was eventually replaced by the SAP EHS Management component extension
as the primary option within SAP ERP. More recently, SAP EHS was developed within
the digital core of SAP S/4HANA Enterprise Management and is available for both
cloud and on-premise deployments. We'll discuss this evolution, along with the cur-
rent SAP EHS Management portfolio, in the following sections.

The Previous Version: Environment, Health, and Safety within
SAP Business Suite

In 2010, SAP developed the SAP EHS Management (EHSM) component extension,
positioned as a total revamp of the “classic” EH&S add-on first built in SAP R/3. From
a technical and commercial aspect, it was released as a separate product requiring a
new license purchase. The EHSM component extension was simply an extension to
the SAP ERP platform with additional required activation steps.
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Functionally, the EHSM component extension added new processes with each suc-
cessive release. Incident management was first developed in version 1.0, risk assess-
ment in version 2.0, up through version 6.0, where compliance management and
emission calculations first appeared to supersede the Java-based (and now retired)
SAP Environmental Compliance product. The product compliance functionality
was included in the EHSM component extension, similar to how it was offered in
the SAP EH&S add-on. This would eventually change in SAP S/4HANA. Technically,
the screens were mainly developed in Web Dynpro for ABAP, the application archi-
tecture built in SAP Netweaver with Business Object Processing Framework (BOPF)
and Floorplan Manager. Instead of leveraging the Windows Word Processor Integra-
tion (WWI) form tool from EH&S, it was decided to use SAP Forms service by Adobe
and SAP Adobe Interactive Forms for both data entry options and formatted out-
puts, like regulatory submittals. Analytical reporting was provided by extracting
data to SAP Business Warehouse and using the BEx Analyzer tools. The EHSM com-
ponent extension version 6.0 would be the basis of what was migrated to the new
SAP S/4HANA platform (see Figure 1.2).

SAPR/3 SAP ERP SAP S/4HANA
SAP EH&S Add-on SAP EHS Management SAP EHS Management
Product Safety Component Extension Incident Management
Dangerous Goods Product Compliance Risk Assessment
Industrial Hygiene and Incident Management Chemical Management
Safety Risk Assessment Workplace Sampling
Occupational Health Chemical Management Compliance Management
Waste Management Workplace Sampling Emissions Management

# Occupational Health ‘ Waste Management
SAP Environmental Environment Management
Compliance

Figure 1.2 Basic Evolution of SAP EHS Functionality

What's New: Environment, Health, and Safety within SAP S/4HANA

In 2015, with the new SAP S/4HANA enterprise management platform starting to take
shape, it was decided that the SAP EHS solutions would be part of the first wave of
business applications migrated to this new platform. The 1610 version (released Octo-
ber 2016) of the on-premise SAP S/4HANA included SAP EHS Management, incident
management and parts of SAP EHS Management, health and safety management. By
the 1809 release in 2018, the three SAP EHS applications plus the partner-developed
SAP Work Clearance Management application were ported over. SAP Management of
Change was moved in the 1909 release of SAP S/4HANA.

10



1 Environment, Health, and Safety Basics

Note

Starting in 2018, SAP began work to offer EHS functionality in both hosted single-tenant
cloud deployments, and multi-tenant public cloud deployments of SAP S/4HANA. As of the
publication date of this E-Bite, all of the functionality is available in a single-tenant offer-
ing, and all but one application is available for multi-tenant deployment.

In SAP S/4HANA, SAP EHS Management leverages various technical improvements
along with additional functionality. Some of these are part of the application archi-
tecture, but many are features of the SAP S/4HANA platform that the users of SAP
EHS Management can take advantage of. First and foremost, the entire user experi-
ence is now based on the SAP Fiori user experience (UX) standards, which offers a tile-
based, role-based launchpad to access SAP functions, instead of transaction codes.
Most of these tiles are “live” and have dynamic data showing right in the launchpad.
A good example is the Incident Rate app, which shows the result of a real-time inci-
dent rate calculation each time you log in to the system. Tiles can open transactional
and data entry screens, analytical views, and specialized apps like My Inbox, which
will show a user all of the inbound workflows and notifications coming to them.
Within the SAP EHS applications, you'll see that some screens still have the structure
of a Web Dynpro application based in the older SAP ERP platform, but an SAP Fiori
“skin” to match newer screens—these are holdovers from the migration of function-
ality from that older platform to SAP S/4HANA. Over time, all of this functionality is
planned to be replaced with native SAP Fiori UX. SAP EHS Management adheres to
the latest SAP Fiori 2.0 standards. See Figure 1.3 for an example of a SAP Fiori launch-
pad for a user accessing SAP EHS Management, incident management.

Hepart Inckeent Create inunailiness '.'.-':n.15(l by Bnlbo FAonitor Tasks Task Calemdar Mty I !'.‘.?r.;uge Locatsamns
(Leprecated) Log Entry Inguryriliness Log Ll ¥ WRIEIN L=l T

- > -3 A~ L " A =
Fiy 1=+ [_ it =1 E:' =1 l = e
|l|!JF:."| ness Lo Mumber of DERT Rate ImCidant Rabe |."?|-'IE§E" HOLrs Manapge Incidents h-!.!*'l.:I_il_‘E" SLmmany St My Locabaon
Dot Ans Fecordable Cases Pl Dashitwaie KF Dastitmard Woviked - Managema Repoits e Inustiie

B . i i {8

" -_'"--.____l“\-\‘_ ———__‘n\\- -_-_'_'—\_l_\N’ Il_ £ 5 —_— F
tﬂ Thy o 1 ] F§: L e=rl ¥ :|3
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S P B ’ [
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Figure 1.3 Typical SAP Fiori Launchpad for Users of SAP EHS Management, Incident Management
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SAP Fiori also enables a device-agnostic UX approach, and, besides allowing access to
all SAP EHS Management screens on a mobile device, there are dedicated mobile
applications for specific steps in the process where it's highly likely that access to the
SAP system is required or value-added. For example, workers on the shop floor can
use a mobile app to record incidents or unsafe conditions in situ, or operations teams
doing inspections or compliance checks can input data in the field. Figure 1.4 shows a
mobile-first app for identifying hazards while out in the field or on the shop floor.

¢ SAPp Identify Risks =

i i ¥ o
Acken Pl Unit 8, McKee Plant A Fiks lrom Temetae Fire

oot Unid B MoKosE Plant
Bk Betassmant Fofl Agent: Sasy Claas
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Risk= for Location

@ Linit 4, Mckee Plant
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Ehow Exising Risks (3 - Creme

ek Legs
Fire Hig
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Easy Clean Pl AT
Spaying ey

@ Linit &, Mckee Plant

i it
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@ Linit 8, Mckese Plant Ad Hae Contrals Creabé

Chotes “Craale” ba dvdle ad hac conltrols

Controls from Control Catalog

@ Dy Cihemical Fire Extinguishers
I..'.'I I i o .-l'.'-.'l:l'::l

@ Unit 9. McKee Plant finting

,—l Safety Instructions
! g iy

’.[].I ...II:II-!!.'1|!. = | .

A

@ Warehouse Impacts

Figure 1.4 Identify Risks App in SAP EHS Management

The task management functionality that is specific to SAP EHS Management was
revamped in SAP S/4HANA and offers a much different process for creating tasks and
processing them, compared to what was built in SAP ERP. There is a guided process
for creating tasks in a native SAP Fiori application; utilizing the My Inbox app for
users to see what they are assigned to without having to open any SAP EHS Manage-
ment screens; task monitoring apps and reports; and the Task Calendar app, which
will track tasks from all of the SAP EHS Management applications in one view. The
process is still driven by the SAP Workflow engine to provide commonality with

12
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other SAP applications, and maintenance notifications can be triggered in SAP Plant
Maintenance from tasks in SAP EHS Management .

A very significant improvement compared to what is available in the EHSM compo-
nent extension in SAP ERP is around the reporting and analytics options for the SAP
EHS Management users. It should be noted that applications on the SAP S/4HANA
platform leverage the SAP S/4HANA in-memory database and related architecture,
which enables essentially real-time reporting within the application. That is a new
option and much different experience from SAP Business Warehouse and the busi-
ness intelligence and business object tools available in SAP ERP. With the exception
of SAP Work Clearance Management, all of the SAP EHS Management applications
leverage this feature in apps categorized as embedded analytics. Objects called core
data services views (CDS) pull transactional data and make all available to the report-
ing functions. Besides tabular search and data explorer apps, the primary tool used
by SAP EHS Management for ad hoc reporting and analytical outputs is called Analy-
sis Path Framework (APF) (see Figure 1.5).

{ Sﬂp Ineidents - Detaibed Analyaia -

“Linndmed dralyis Path Ciarrmii Aoy i i hesluiad | (TN i m 3, [ M

Incident-Related Cazes by Type snd Date

Irsticdord-Faplabed Casan by,

1~

THEAM

4
; i
]
EAOE LT RO IR Jd Sl ZETEY bl LN Frde Bl | (e, it | Eali N OGE P b JELaE 2F3T
Dlite

Figure 1.5 First Step in a Drilldown with the Analysis Path Framework Tool

The APF allows us as the user to select an overarching analytical topic like Incidents by
Month and then create an analytical drill-down path through more details to arrive at
the chart or view that you want. The report can then be saved as a PDF, or the data can
be extracted for turther processing if needed. This is possible in real time, where the
user doesn’t have to export data to a data warehouse or other tools before setting fil-
ters and charting options.
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Current SAP EHS Management Solution Portfolio

As of the publication date of this E-Bite, the SAP EHS Management portfolio of solu-
tions has recently expanded to include waste management (see Figure 1.6).

Incident Management Incident Naar s safety
Management Observations
Chemical Chemical Operational Risk
Approval Management Assessment x E
Health and Safety = || &
o =
Industrial Hygiene Occupational % §
and Sampling Health = a3
e =
-
j= a
Regulatory and Emissi Wast 2 || &
Environment Management s el e b ity = v
Permit Compliance Management Management o =
3
B ]
> o
£18
Management of Change Management of = Wl =
B & Change ” =+
. : Work Clearance/
Maintenance Safety Permit to Work \OTO
SAP Enterprise AP 'j:;?a "'Er:r:';;jpmal Materials
Asset Man_ag_e-rnent S AD SliccREs Eattons Ma na_g&ment
integrated Applications

Figure 1.6 Current Product and Capabilities Portfolio within SAP EH5 Management

With the exception of SAP EHS Management, health and safety, all of these products
(five items listed on the left) and associated capabilities (boxes on the right) are avail-
able in an on-premise, private hosted cloud, and public multi-tenant deployment.
SAP EHS Management, health and safety is available in all except public cloud, but it
is planned to be offered in the public cloud in the near future. It should also be noted
that the “Maintenance Safety” item shown in Figure 1.6 isn’t an official SAP licensed
product on its own. This refers to the maintenance order functionality in Plant Main-
tenance, which leverages data from SAP EHS Management, health and safety. The
Work Clearance Management item is actually a licensed product that augments the

maintenance process.

The next few sections in this E-Bite will give details on each of the software products
that comprise the SAP EHS Management solution set. Table 1.1 provides a brief sum-
mary of each solution.

14
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SAP EHS Management, incident man- Central repository for all types of safety and environ-

agement mental incidents, near misses, and safety observa-
tions. The application drives a lifecycle of incident
recording, investigation, root-cause analysis, regula-
tory reporting, and corrective actions. It can be con-
figured to handled other types of events like security
and ethics issues.

SAP EHS Management, health and Broad scope of processes to enable identification

safety management and mitigation of workplace hazards while tracking
exposure for employees. This includes chemical
management, risk assessments, industrial hygiene,
and occupational health.

SAP EHS Management, environment  Applications providing a repository for all relevant

management compliance requirements originating from regula-
tions, permits, or company policies. The compliance
scenarios also contain the equations for emission
calculations and limits that are put in place. Most
recently, an app for tracking onsite waste generation
and shipping was included.

SAP Management of Change Application that drives a lifecycle of an operational
change request—request, review, approval, and activ-
ities to affect the change.

Permit to Work /SAP Work Clearance  Functionality within the Plant Maintenance process
Management to enable a permit request and approval step for
overall control of work.

Table 1.1 Objective and Functional Description of all Products that Make up SAP EHS Management

1.3 Design Philosophy of the Integrated
SAP EHS Management Platform

The mobile-optimized apps and the analytics are examples of one of the key tenants
of design philosophy for the SAP EHS Management applications; all functionality
access is based on the role of the user and associated system authorization. This fos-
ters an implementation approach centered on integrated business processes and the
actors within those processes. A user will be expected to do certain things within the
software as part of a larger process, and that user will be given the necessary system
authorizations for the role they play. If certain steps are expected to be done on the

15
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shop floor or in any other distributed fashion, a mobile app may be provisioned for
those workers. At the other end of the spectrum, where corporate-level planners are
reviewing enterprise datasets to evaluate strategy and performance, their roles may
focus more on the analytical outputs available with SAP EHS Management. The EHS
practitioners would be authorized to see abfnd run all steps in all related EHS pro-
cesses. The objective is to take a set of disconnected stakeholders and have them
move forward together as part of an integrated process. Figure 1.7 shows a screenshot
that illustrates the real-based nature of the apps and also an example of a mobile-
optimized view.

Safety Relevant information for Location «

o= Tank 1, Unit 3 v [
L Equipment
Controls Risks Jobs Incidents Chemicals Maintenance Orders Production Order Dperabions

Protective Clothing

' Chemical protective clothing

Risks
Skin/Eye Mediu
@ Health
; : Released
Sadium Hydroxide Normal Operation
Production Z :
Corrosion i
Health
: : Released
Sodium Hydroxide Normal Operation
Production
Jobs
Cleaning

Figure 1.7 Mobile-optimized App View

Another aspect of design philosophy is how the system is configured to match spe-
cific business processes or requirements. SAP EHS Management is part of the digital
core of SAP S/4HANA and follows all of the standards and technical guidelines within
that. The user has some flexibility on the transaction screens to tweak the user expe-
rience to their liking; however, significant changes to the data model, workflows, and
application structure are not provisioned at the user level to prevent customization

16
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that results in broken integrations, inconsistent data capture, reporting, workflows,
etc. There are more details on system configuration and customization options in
Section 7 of this E-Bite.

2  Incident Management

The incident management functionality within SAP EHS Management was the first to
be built in the EHSM component extension, making it the most mature in the portfo-
lio. That happened in 2010, and now it has become the most implemented module
within SAP EHS Management. Part of that is because incident and injury tracking has
usually been one of the first topics or use cases that customers want to address when
revamping their safety management approach or upgrading systems. Customers will
enjoy greater control over investigation efforts, valuable integration to supporting
processes like asset management, and more visibility into corrective actions.

One objective of the application is to provide a central repository for all types of oper-
ational incidents, such as worker injuries, environmental spills, violations, security
issues, etc. A second objective is to drive a consistent process regardless of the type or
complexity of the event.

The purpose of this section is to summarize both the business process and func-
tionality that is offered within SAP EHS Management, incident management. To do
this, we'll describe each major step in the process and list key features along the
way. At the end we’ll discuss outputs from the process, such as regulatory reports
and analytics.

Note

Earlier in 2022, SAP announced the availability of the SAP Cloud for Sustainable Enterprises,
a portfolio strategy and licensing flex bundle to allow customers to purchase applications
that were part of the overall SAP solutions for sustainability strategy. SAP EHS Manage-
ment, incident management is part of the social responsibility aspect, focused on work-
place safety.

17



2 Incident Management

# 8y Business Process

SAP EHS Management, incident management supports a business process partially
driven by workflows that cover the full lifecycle of an actual incident, a near miss (an
incident or event where no injury occurred) or a record called a safety observation,
the latter meant to enable a more proactive step of recording a hazardous condition
or hazardous act which may eventually lead to an actual incident or injury. While the
system allows for task tracking and real-time analytical views at any step along the
process, we ll show these functions as outputs at the end of the process. Figure 2.1 pro-
vides an overview of the incident management process. We'll walk you through each
of these steps—incident entry, investigation, corrective actions, incident reporting,
and analytics—in the following sections.

Internal/

Initial Incident Automatic T
Entry - Notification - Investigation | NS | Regulatory ]

Reporting

Root-Cause Corrective
Analygii ‘ Actions

Incident
Closure

Figure 2.1 Incident Management Process Flow

Incident Entry

Any user who is authorized to create an incident, near miss, or safety observation
record can open the New Incident screen by clicking on the Report Incident tile from
their SAP Fiori launchpad. This same function is available on a mobile device either
through the SAP Fiori Launchpad or as a dedicated app with offline capability (see
Figure 2.2). The dedicated app approach requires additional software from SAP,
explained in the software documentation. A third option for on-premise deploy-
ments is an offline form powered by SAP Adobe Interactive Forms, which provides
a user experience similar to a paper form. From any of the entry methods, once the
initial basic data is submitted, the system launches an SAP Workflow-driven notifi-
cation process to the appropriate users as configured in the system. Those users
are then authorized to continue moving the process forward by capturing more
information about the incident in the main incident record. A fourth option is cre-
ating a record automatically from another system or device via a standard API that
is provided.
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MNew Incident

Details

What happened?:* | Describe what has happened.

When did it happen?:* | 18.04.2022, 21:32

@ (ot

Where did it happen?: Selecr a location.

If necessary. specify the exact location.

——

Was anyone injured?:* (®) Yes|( ) No
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——
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I-?EI-EEJ sed Material: *
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Select the unit of measurement,

Lo

sena [

Figure 2.2 Initial Screen for the Report Incident App

This application comes pre-configured to support the following incident types or
Groups, which are part of the Change Classification screen for the incident, as shown
in Figure 2.3.
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Change Classification o
Select Group Severity Level
J Deviation

Notice of Violation
Injury / lilness 2 - Medium s
Release 1-Low "

Vehicle Accident

m Cancel

A

Figure 2.3 Change Classification Dialog Box

The Group selections for the incident can really be considered aspects of the incident
event. What we mean by this is that a singular event can potentially result in a safety
injury, an environmental release of chemicals, multiple violations, among other
things. The system will or the user should select all of those incident groups that are
relevant based on what happened. There’s an option to indicate a Severity Level for
each group as well.

The selection of incident groups does have significant impact on the overall process
and function of the application. You'll see that certain tabs will appear or be sup-
pressed based on the incident group. For example, if the Release checkbox is not
selected, the Release tab won't be show on the main screen. This helps to ensure that
the user only sees data elements that are relevant to the incident. The Group selection
for the incident also can drive the default Investigation steps based on IMG configu-
ration.

Investigation

The Investigation tab of the incident record contains three key functionalities. The
first is the investigation header that documents the investigation lead, reason for
investigation, guidance documents, and scheduling. The second is the list of specific
investigation steps, based on the incident type, that are to be assigned to individuals
and performed. These investigation steps are managed as tasks driven by SAP Work-
flow. The third key functionality is a special type of investigation step for root-cause
analysis. In SAP EHS Management, incident management, there’s no set methodol-
ogy for determining root-cause; the application is agnostic. However, there is a root-
cause hierarchy configurable to match whatever methodology is utilized. Multiple
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root-causes can be selected, and each one can have multiple corrective actions
assigned to it. See Figure 2 4.

NAOH Solution spilled - incident =
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Guidelines Restricted Access: Yes (0 Mo (= Linknown
Guidelines
Guideline:  Injury/illness incident Occupational Incident guide.pdt.paf
Investigation Investigation Summary
Irveshipation Required: (e Yes Mo 7 Linkcrnowm [ Generate Summary |
Comment: - -
Summary Report Titke Changed OniAt
Edfit Translation
Investgaiion Lead:® | Robin Haas (P98000... 5 |Details
Manage Investigation Process
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nvestigation Status;  In Process
Staat Date:  18.05.2022
End Date:
Mapor Roof Catse
Investigation Flow
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3 Take phofos of inCident scane Roben Haas (9280000150 Mew
4 Intenaew Witnesses Roben Haazs (SO80000150) Hew
= Obtain Maintenance records for the equip Roban Haas (S280000150) Mew

Figure 2.4 Example of Investigation Tab

Corrective Actions

All types of corrective and preventative actions can be assigned and driven by the
workflow engine at any point in the incident lifecycle. You can find the full repository
of relevant actions or tasks on the Tasks tab of the incident record. This is also where
a multi-step process for creating, triggering, and monitoring tasks can be done. See
Figure 2.5. Specific type of tasks, such as maintenance, leverages integration to Plant
Maintenance, where work notifications can be processed to ensure those types of
tasks are assigned to the personnel who is actually responsible to do the work.
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Task Definition »

Cleanup of Spilled Material Recurrence | | Delete |
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incident: 16 - NaDH Solution Spill
§ o
Task Infarmation Referances Attachments
Tils: ™ Locanan Start Date:® D Drape: ®
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Figure 2.5 Task Creation Screen for Incident Corrective Actions

Incident Reporting

Most countries around the world who have a structured set of safety regulations that
companies need to comply with will recommend or require that those companies
report certain types of incidents to the regulatory agency. While there's a slow evolu-
tion to electronic submittal, the traditional mechanism to report this information
has been through a form-based process. SAP EHS Management, incident manage-
ment contains a function to generate regulatory forms using Adobe Forms technol-
ogy. When a user takes the action to generate a report, data that's entered in the inci-
dent records can be pulled and displayed on the form selected in either a default
language or one selected by the user. The generated forms are then automatically
stored on the Reports/Documents tab. The SAP EHS Management, incident manage-
ment application comes standard with the OSHA 301, 300, and 300A forms that are
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required in the United States, and also the Berufsgenossenschaft form that's required
in Germany. Various implementation packages are available that offer pre-built
forms for other countries and jurisdictions, and custom forms can always be devel-
oped on a project basis using the same Adobe Forms technology.

Analytics

No incident management process is effective unless analysis is done both on leading
indicators and lagging indicators. As part of the digital core of SAP S/4HANA, the SAP
EHS Management applications offer options for real-time, in-memory analytical out-
puts. There are basic tabular data explorers, the ad-hoc charting tool, AFP, seen in Fig-
ure 2.6 below, real-time incident rate calculations, and standard content available for
SAP Analytics Cloud. Reporting views include incident data, injury data, root-cause,
corrective actions, and many others.
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Figure 2.6 Analytical View of Incident Data from SAP EHS Management

2.2 Data Model Description

Table 2.1 describes the purpose and structure of the tabs on the main incident record
that make up the majority of the data model of SAP EHS Management, incident man-
agement. The relevant subtabs are listed in the “Description” column. In addition to
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the tab data elements, there are a set of incident header elements such as ID, record
status, relevant regulations, and incident group classification.

Basic Information

People

Assets

Releases

MNotices of Violation

Financial Tracking

Risk Matrix

Investigation

Contains data from the initial incident report and facts such as
location, time, and description

Tab that captures all those involved in an incident, and their role.
The role types are fully configurable. This is also where injury data
is recorded. Multiple injured persons can be listed for a specific
incident, and each injury record has additional authorization
checks to protect sensitive personal information.

Tab that captures all assets involved in an incident, whether they
be equipment, vehicles, or other resources. Integration with
equipment master records is provided here if your SAP instance
stores them. Information regarding asset damage is also
recorded.

If the Release incident type is selected, this tab will appear and be
part of the incident record data structure. It allows the user to
enter information on materials that may have been spilled or
released into the environment, clean-up activities, and regulatory
impact.

If the Notice of Violation incident type is selected, this tab will
appear and be part of the incident record data structure. It cap-
tures information for those times when a citation has been writ-
ten based on a non-compliance or other issue during operations.
The agency, the associated cost, and other pertinent details are
there.

This tab allows the user to enter in both inbound and outbound
payments that were a result of the incident. Examples include
payments to third parties for cleanup, legal fees, or compensa-
tion. Integration is available to post these transactions to the
Finance and Controlling functions within SAP.

A tab capturing a qualitative risk assessment of an incident occur-
ring and re-occurring after corrective actions are in place.

A tab containing all information, guidance, and investigation
steps for the incident. It also provides an on-demand summary
Adobe form that lists out all details of the investigation effort. See
details in the Investigation section.

Table 2.1 List of Tabs that Comprise the Main SAP EHS Management, Incident Management

Screen
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Reports/Documents While documents, pictures, and other files can be attached at var-
ious other parts of the process, this tab shows all files in one
place, the file type, location, and other parameters. In addition,
the forms and regulatory reports generated by the system are
automatically shown in this tab.

Tasks Similar to documents, tasks can be set up at many points in the
process and this tab acts first as a centralized view of all tasks
related to the incident—corrective action or otherwise. The
source or trigger for the task, such as an identified root-cause is
captured. Finally, this tab serves as the launchpad for creating
task records. See the Corrective Actions section for more details.

Table 2.1 List of Tabs that Comprise the Main SAP EHS Management, Incident Management
Screen (Cont.)

3  Health and Safety

SAP EHS Management, health and satety management was the second product devel-
oped within the SAP EHS Management component extension between 2012 and 2014,
soon after SAP EHS Management, incident management was released. Due to the
nature and relevance of the risk assessment topic, the functionality and scope of this
software product is much broader than incident management and is comprised of
multiple (and somewhat independent) processes and applications.

The applications together enable an integrated platform approach for identifying all
hazards in the workplace, assessing the risk, and taking action to mitigate those risks.
That is the overall objective for the product. There is value in the integration, as
chemical data, ERP location data, equipment masters, personnel data, incidents, and
utilization of the same task management engine as incident management all drive an
end-to-end process for risk mitigation to ensure a safe workplace and a healthy work-
force.

The purpose of this section is to summarize both the business processes and func-
tionality that is offered within SAP EHS Management, health and safety manage-
ment. To do this, we'll describe key steps in each process and list key features along
the way for chemical management, risk assessment, workplace sampling, and occu-
pational health. At the end, we'll discuss outputs from the process, such as regulatory
reports and analytics.
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3.1 Chemical Management

SAP EHS Management, health and safety management contains two processes
related to managing chemicals that are being brought onsite and/or being utilized by
employees as part of their job function, resulting in potential hazards and exposure
risks. The first process is a straightforward approval workflow starting with a user
requesting a chemical be put in the system and that requested getting routed to
approvers with review criteria. This process is configurable based on SAP Workflow,
the EHS configuration tables, and the selection of the individual who 1s authorized to
request and approve. The second process is related to managing the chemical data
itself, shown in Figure 3.1.

. : Evaluation by
MNew Chemical Automatic
- : Approval
Requested W | iifcation | M PPy ~ .
Regulatory
and Inventory
l Reporting
- r.
Utilize

Chemical Data — Chemical Chemical Data
Entered Approved - for Risk
3 Assessments 9

- ™~
Make SD5
Available to
Workforce

b .

Figure 3.1 Approval and Chemical Management Process in SAP EHS Management

You'll see this sometimes referred to hazardous substance management and there’s
some relevance and overlap with the outward-facing process for SAP S/4HANA for
product compliance. SAP EHS Management offers a repository to store all relevant
chemical data, assign the chemical to locations, and material masters to help track
inventory. It then makes this data available to the risk assessment function to sup-
port exposure risk assessments, worker right-to-know efforts, and emissions calcula-
tions. Files such as vendor safety data sheets (SDS) can be attached to the chemical
records, and SDS or other safety instructions related to the chemicals can be provided
to workers through a standard mobile-optimized tile and app called Display Relevant
Info.

Besides providing workers with required information about the chemicals onsite,
companies may need to report the inventory details of what they are storing. The
chemical management functionality leverages direct integration to material masters
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and inventory storage locations to provide a real-time view of inventory and also
support submittal of regulatory reports like the SARA Title III, Section 311 and 312 in
the United States.

Note

The chemical object as described in this E-Bite is based on what is available in the on-
premise deployment of SAP EHS Management. In the cloud versions, the chemical object
will be replaced by a more centralized item called the chemical compliance info object
which will be harmonized with functions in product compliance and other parts of EHS
like emissions calculations and waste management.

3.2 Risk Assessment

As stated in the beginning of this section, the overall objective of SAP EHS Manage-
ment, health and safety management is to identify hazards, assess risk, and mitigate
that risk. The risk assessment process and function is the central component which
achieves this. It links all other processes and answers the fundamental questions of
what the risk is, where it is, how severe, and what is being done to control it. Figure 3.2
shows the main steps.

ldentify

Hazards/Risks Assign Risks Risk Analysis
i B ( tolocations |EEEEE | (Inherent/
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Workplace

Risk

Risk ; ; Risk Analysis
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2

Control
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Figure 3.2 Risk Assessment and Mitigation Process in SAP EHS Management

Hazard identification is a key step and there is a dedicated SAP Fiori app that is
mobile-optimized to enable any employee with authorization to enter hazard infor-
mation in the workplace and start the risk assessment process. The user can enter an
initial opinion on the severity of the risk, potential impacts, and any risk controls that
are already in place. From there, a risk assessment project can either be created or the
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risk can be added to an existing one. The assessment project is the primary object in
the application containing a list of all hazards and risks being assessed, the location
or job that is relevant, the steps being taken to assess risk, the resulting risk ratings,
and any new controls to be put in place (see Figure 3.3). The controls can actually be
triggers for other processes such workplace sampling and medical services, described
in the next sections.
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Figure 3.3 Main Risk Assessment Screen

3.3 Workplace Sampling

The risk assessment process within SAP EHS Management, health and safety manage-
ment is more of a qualitative approach to arrive at risk ratings. The workplace sam-
pling features provide a way to include quantitative data into that assessment pro-
cess, especially for exposure risks. This sub-process of sampling can be utilized either
to help determine the level of risk, or as a type of control to monitor the specific haz-
ards creating the risk on an ongoing basis. The level of noise in the workplace is a
good example of a hazard that truly needs quantitative workplace sampling to per-
form accurate risk assessments.
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You start with creating a sampling campaign that will define the types and number of
samples, the sampling equipment, the hazards being tracked, and other planning
information. From there, the campaign is released and workplace sampling can
begin. Users are able to enter results manually or leverage a generic import routine to
build specific mappings to laboratories or sampling devices and import the results
data electronically. If occupational exposure limits (OELs) or other regulatory limits
are entered in the system, the workplace sampling results are compared automati-
cally to those limits as one indication of the level of exposure and ultimately the level
of risk (see Figure 3.4).

Workplace Sampling Data
Filter | Sound Pressure W | | TWA, W | | W |
Standard @ E[ﬁ Statistical Analysis vl
[ ] Date = Sample Value Limit Value Value in Relation to Limit Shift Pattern
] 01.01.2022 99 dB(A) 90 dB(A) I “T] 8n/day - 40hiweek
(] 01.01.2022  95dB(A) 90 dB(A) | | | 8hiday - 40n/week
] 01.01.2022 100 dB(A) 90 dB(A) | '_[ 8hiday - 40h/week
(] 01.01.2022 98 dB(A) 90 dB(A) | || 8nday - 40nweek
[] 01.01.2022 108 dB(A) 90 dB(A) [ i 8hiday - 40h/week

Figure 3.4 Sampling Results Compared to Occupational Exposure Limits

If desired, the workplace sampling data can also be used to create exposure history
reports for individuals and be the basis for assigning health surveillance protocols
within the occupational health process.

3.4 Occupational Health

There are two aspects of the occupational health process: reactively dealing with
workplace injuries and illnesses, and proactively monitoring worker health based on
identified risks and/or other factors.

Figure 3.5 shows the steps for leveraging known information to determine which
employees should be placed into whichever health surveillance protocols are neces-
sary, scheduling required medical services (tests, treatments, etc.), performing those
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services and tracking results, and finally processing all of the associated case infor-
mation for each employee. Those final steps could include documenting restricted
duty requirements, mapping out return-to-work plans, scheduling further services,
and addressing administrative items. Keep in mind that the health surveillance pro-
tocols can be set up in configuration to handle topics not related to workplace haz-
ards; they could be for placement into certain jobs (fit-for-duty, drug testing), and
worker wellness initiatives.
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Figure 3.5 Process Steps after Risk Assessment for Occupational Health

You can also utilize the occupational health functionality to address a situation
where an injury or illness has occurred and the employee requires medical attention
and possibly rehabilitation. This process is one of the integration points with SAP
EHS Management, incident management.

Note

The occupational health functionality was part of the standard SAP EHS Management,
health and safety management offering in the EHSM component extension. It was depre-
cated in the migration to SAP S/4HANA. It's now available through the license purchase of
what is called a Repeatable Custom Solutions (RPC) package, maintained by SAP. For the
purposes of this E-Bite, we'll include it as part of the functional scope of health and safety.

3.5 Data Model Description

SAP EHS Management, health and safety management covers a broad set of pro-
cesses, driven by a primary set of objects that are interconnected in multiple ways to
help meet that objective of identifying all risks and mitigating that risk. Table 3.1 con-
tains these objects and a brief description.
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Main Ojects

Location

Chemical

Hazard

Agent

Impact

Risk

Risk Assessment

Control/Control
Catalog

A central SAP EHS Management object that allows you to build a
hierarchy that reflects the organization, assets, facilities, other entities
needed to drive the EHS processes. It can be linked to other hierarchies in
SAP such as functional locations, organization structures, plants, and
people.

Data record that captures all necessary information for a specific chemi-
cal or substance that is present onsite or that workers are being exposed
to it in some way. Composition, naming, regulatory status, handling, and
other information is all in there along with assignments to material
master records and locations to help track inventory.

The source or situation that can do harm. Within the risk assessment
process, it is actually the first piece of information identified

The physical entity causing the hazard and subsequent risk. A chemical
with hazardous components, noise, vibration, and heat are examples of
a hazard agent.

Basic data point validated against the hazard that defines possible con-
sequences if the risk is not controlled. If a flammable chemical is stored
onsite, one possible impact is fire.

The intersection of the hazard, the agent, the methods of use, the proba-
bility of impact, and the severity of the impact. Analysis and validation of
these factors let you arrive at a definition of a risk and the level of risk,
denoted by a specific risk rating.

A broader data object that brings context to the process by allowing
users to group risks being assessed into projects with location or job, the
personnel involved, the reason to do the risk assessment (including
direct linkage to items like incidents), time period, and any relevant
regulations that are governing or influencing the assessment

process.

One or more controls can be assigned to hazard and the associated risk
level. Primary types include engineering, process, or organizational
controls that help reduce risk. You can configure a full catalog of
controls based on the types of hazards being tracked, and then this
becomes a selection list when running risk assessments. One useful
integration with Incident Management is the ability to track the
effectiveness of controls in different ways, one of which is linking a
valid incident record as a data point to show whether a control had the
desired effect.

Table 3.1 List of Primary Data Objects within SAP EHS Management, Health and Safety

Management
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Main Object

Task A central and very important object utilized throughout SAP EHS Man-
agement functionalities, including Health and Safety. An EHS task con-
tains all of the information one would expect for driving a corrective
action effort, compliance tasks, preventative measures, etc. Once a task
is entered in the system, the process is driven by SAP Workflow to notify

and remind individuals assigned to a task, enable data entry, and close
the tasks.

Sample The record denoted by a sample ID along with specific data for the sam-
ple such as medium, duration, calibration documents, analyte, results,
and the person(s) responsible for that sample.

Sampling The sampling campaign is a record that enables the overall planning and
Campaign execution of sampling. You can set the time period, the location, the
responsible parties, the sampling methods, and the sampling targets.
Health A configuration object that captures necessary tests or other medical
Surveillance services, their frequency, relevant jurisdictions, and other factors based
Protocol on regulatory requirements, company policy, or other factors. A program

for hearing conservation would have a protocol configured for noise, and
then require hearing tests at a certain calendar frequency.

Medical Service The primary data object within occupational health where medical and
case history can be stored for each employee. This includes assigned pro-
tocols, tests administered, test results, diagnosis, vaccinations, case
notes, duty restrictions, and more. Additional layers of security and
authorization are placed on this data due to its sensitive nature.

Table 3.1 List of Primary Data Objects within SAP EHS Management, Health and Safety
Management (Cont.)

4  Environment Management

SAP EHS Management, environment management was third and final product devel-
oped within the EHSM component extension version 6.0 between 2014 and 2016. The
functionality and scope of this product included both the compliance as well as emis-
sions aspects from an environmental performance standpoint. In other words, this
product allows for managing requirements arising from regulations, permits, and
policies; also, it provides the capability to manage air and greenhouse gas (GHG)
emissions inventories, water, and wastewater quality monitoring. Recently, the busi-
ness process for cradle-to-grave waste tracking was introduced in the SAP S/4HANA
SAP EHS Management, environment management product.
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The applications—compliance management, emissions management, and waste
management—within the SAP EHS Management, environment management prod-
uct enable an integrated platform to identify regulatory requirements, company pol-
icies, and operational permits; to utilize these requirements to drive compliance
tasks; to manage emissions; to track limits; and to report deviations.

The purpose of this section is to summarize both the business processes and func-
tionality that is offered within SAP EHS Management, environment management. To
do this, we'll describe key steps in each process and list key features along the way for
compliance management, emissions, and waste management. At the end, we'll dis-
cuss outputs from the process, such as regulatory reports and analytics.

4.1 Compliance Management

SAP EHS Management, environment management provides the capability to cen-
trally organize and manage compliance requirements that can be driven by regula-
tions, operational permits (for example, Title V), and/or internal policies or proce-
dures. The compliance requirements form the core of the application and drive the
downstream process to support the full life cycle of compliance-driven tasks and
deviations or exceptions reporting.

As shown in Figure 4.1, compliance management is a linear process which starts with
the creation of the compliance requirement repository to drive the downstream
compliance process. This repository of compliance requirements can be of three
types: regulations, permits, and policies. They can be either created manually (for
example, permits and policies) or can be retrieved as regulatory content (for exam-
ple, regulations) from a third-party solution.

Maintain Schedule Execute w No Continue
Compliance ‘ Compliance - Compliance — E:;:’;’; ::;' — Ta sk |
Requirements Tasks Tasks R Monitoring

l Yes

Record _ Investigate
and Correct

Deviation

Figure 4.1 Key Steps for Tracking Compliance Requirements
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Once the repository for compliance requirements is maintained, compliance tasks
can be defined, scheduled, and assigned from the compliance requirement. The
scheduled tasks are routed to the My Inbox app of the assignee and can be either
completed, forwarded, or suspended by the assignee.

If a non-compliance is identified, a deviation is recorded and investigated. Deviation
tracking and investigation is performed in the SAP EHS Management, incident man-
agement application. You can utilize the incident process to do investigation, root-
cause analysis, and corrective actions if the deviation is deemed serious enough to
warrant such effort. The tasks related to compliance activities can be monitored
using the Task Calendar app, as shown in Figure 4.2. With this app, the tasks for the
team can be planned in a calendar view. Tasks can be reassigned and/or rescheduled.
Finally, all the tasks scheduled for compliance management can be monitored using
the Monitor Tasks app or the Compliance Analysis applications to provide a quick
snapshot into the progress of the scheduled tasks (for example, overdue tasks, sched-
uled tasks, canceled tasks, and completed tasks).
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Figure 4.2 Task Calendar App Displaying all Active Tasks Running within SAP EHS Management

Note

Compliance management is available with a built-in option for integration to SAP content
provider partner RegScan and their RegScan One solution. Integrations with other content
providers can also be built.
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4.2 Emissions Management

Emissions management provides the capability to centrally manage compliance
related to air pollutant, water, and wastewater emissions and/or manage the GHG
emissions at the organization level. Figure 4.3 shows the emissions management pro-
cess.
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: S5I0NS Deviations
Scenario Automatically and Aggregate

Data

l !

Utilize Actual
Emission Data Reporting and
for _ Disclosure
Fcure:af.ting

Figure 4.3 Process Steps for Data Collection, Calculation, and Monitoring of Emissions

In the earlier section, we introduced the concept of compliance requirement, which is
the foundation for driving the compliance management and emissions manage-
ment process.

However, from an emissions management standpoint, we now introduce the compli-
ance scenario object, which is the building block for emissions management and sup-
ports the execution of one or more compliance requirements for a uniquely identi-
fied emission point (the location object).

By definition, a compliance scenario is the repository of various activities driven by
the compliance requirement for a unique emission point or operating asset. These
activities may include data collections, samplings, equations, location aggregations,
and tasks. Once the compliance scenario is defined, consumption or activity data
such as amount of natural gas used can be collected manually from an end user
through data collection tasks or manual upload of data using spreadsheets. Addition-
ally, external data sources such as data historians can be connected to SAP EHS emis-
sions management application to automatically collect data. This data is consumed
by the equations maintained within the compliance scenario to provide the calcu-
lated emissions which can also be aggregated by location. Figure 4.4 shows the struc-
ture of the equations and all variables related to them, all of which can be configured
and edited without any custom programming.
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Figure 4.4 The Calculation Setup Screen Contains Equations and Associated Variables

If limit checks are maintained for any specific pollutant within the compliance
requirement, the application performs a limit check automatically and compares the
emission to the limits. In case of exceedances, deviation records can be created, and
investigated. Corrective actions can be set up and tracked for completion as part of
the task management. The application allows for monitoring of the emissions and
utilizing the emissions data for forecasting and regulatory or voluntary reporting.

Note

Emissions management provides the capability to perform scope 1, 2, and 3 calculations at
the corporate level based on commonly followed standards such as the GHG protocol and
others. This is based on the same calculation functionality (equations, factors, limits, and
collection functions) as is used for air pollutants and water effluent tracking.

4.3 Waste Management

Waste management provides the capability for cradle-to-grave tracking of hazardous
waste. As discussed earlier with compliance management, compliance requirements
are the building blocks of the waste management application as well. The compliance
requirement is the repository for managing regulations pertaining to waste and the
associated regulatory lists, as well as the waste permits that may have been issued to
a company. For a legally compliant waste management process, it is essential to have
the associated regulations and permits maintained appropriately and is therefore the
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starting point for the waste management process. The overall process for waste man-
agement is shown in Figure 4.5.

Identify Assign Waste
Compliance Waste : —_— Plan Waste ‘ Monitoring
Requirement,/ — Characterization -‘ S;Zﬂiﬁ; Shipments and
Waste Permits Minimization
Ship and
Track
Dispasal

Figure 4.5 Process Steps for Tracking Waste Generation and Shipments

Once the compliance requirements are in place, the waste can then be characterized
by assigning the waste codes from the regulatory lists along with the identification of
analytical composition, physical-chemical properties, and any other characteristics
pertinent to the waste being generated. Waste stream identification allows for identi-
fying the point(s) of generation of the waste, tracking the waste to storage, and even-
tually to the appropriate disposal channels.

The disposal channel identifies the appropriate transporter, disposer and approved
quantities of waste that can be disposed through that channel. Transporters and dis-
posers are assigned at the waste material level but waste streams, including disposal
channels are created at the level of the products assigned to the waste material. Upon
identification of the appropriate disposal channel, waste shipments can be planned
and shipment documents such as the waste manifests can be generated from the
application.

4.4 Data Model Description

As there are a relatively large number of data objects and object relationships that
drive functionality in the SAP EHS Management, environment management prod-
uct, it is important to understand what they are. Table 4.1 contains a list of the most
important objects for the various processes.
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Main Object

Location

Compliance Requirement

Compliance Scenario

Consumption/Activity

Calculation

Deviation

Waste Generator

Waste Stream

Disposal Channel

Central hierarchy object shared by SAP EHS Management, inci-
dent management, SAP EHS Management, health and safety
management, and SAP EHS Management, environment manage-
ment that anchors all of the processes. In the case of SAP EHS
Management, environment management, compliance require-
ments, emission calculations, and waste generation can all be
tracked back to a location. The hierarchy can be set up to emu-
late an entire enterprise from corporate level down to specific
equipment, and can either be set up standalone, or integrated
with other hierarchies in SAP like functional locations and equip-
ment masters.

Building block for compliance, emission, and waste management
processes. SAP EHS Management, environment management
object to maintain regulations, permit requirements or internal
policies. Maintains the requirements in hierarchical structure. All
the limits, regulatory lists, equations, and tasks relevant for the
requirement are maintained.

The central object for emissions management that utilizes
compliance requirement and the EHS location object to manage
various activities relevant for emission management process

Transactional record that tracks required information over time
for certain variables in the calculation equations. A good exam-
ple is consumption of natural gas, which can be input for an
equation to derive GHG emissions.

Grouping of equations and associated variables that are used to
execute the actual mathematical calculations and generate
results.

A deviation is an event that results in a non-compliance with a
regulation, permit requirement, or an internal company policy.

Entity or location that is designated physically and legally as the
generator of a waste, and bears the responsibility of the cradle-
to-grave or cradle-to-cradle tracking of that waste.

Waste stream defines the relationship between a waste product,
a waste generator, a storage location for the waste, and the
points of waste generation.

Disposal channel is a mechanism to ensure that the waste is
transported and disposed of only by approved transporters and
disposers.

Table 4.1 List of Primary Data Objects within SAP EHS Management, Environment Management
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5 Management of Change

In all industries, in all companies, change is occurring at all times. Changes are made
to reduce cost, be more efficient, fix a problem, carry out new strategic decisions, pro-
tect workers, and for many other reasons. There is organizational change, process
change, procedural change, physical change. The companies that can manage change
effectively increase chances of higher profitability, lower operational costs, a strong
brand, and motivated workers. The reason is that change creates risk. Managing
change of any kind is essentially managing risk.

With this as the backdrop, SAP developed the SAP Management of Change applica-
tion in roughly the same timeframe as SAP EHS Management, incident management
and SAP EHS Management, health and safety management. SAP Management of
Change version 1.0 was a "networked application” capable of being implemented as a
standalone and interfaced to SAP ERP systems. Similar to the other applications in
the SAP EHS Management portfolio, it was migrated to the SAP S/4HANA platform
and is currently available on-premise, in a hosted private cloud, or in a multi-tenant
public cloud.

Note

SAP Management of Change shouldn't be confused with the engineering change manage-
ment functionality that is part of the SAP Product Lifecycle Management solution area.
That engineering change management application is more focused on product-related
changes.

While technically capable of being configured to handle any type of change, the pri-
mary objective of the SAP Management of Change application is to track operational
changes such as procedures, equipment changes, software changes, or even things like
worker training. For heavy industries like chemical and oil and gas, the focus and man-
agement of these types of changes is an important component of their process for
safety discipline and initiatives. Many industrial accidents have been caused in part by
certain changes made that weren't fully communicated, reviewed, and implemented
correctly. SAP Management of Change helps to prevent that from happening. It's a rel-
atively simple application that drives the lifecycle of a change from initial request to
executing the activities to affect the change, as described in the subsequent sections.

The purpose of this section is to summarize both the business process and function-
ality that is offered within SAP Management of Change. To do this, we'll describe each
major step in the process and list key features along the way. At the end, we'll discuss
outputs from the process such as regulatory reports and analytics.
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5.1 Business Process

SAP Management of Change enables a process for tracking changes where an initial
change request is submitted by a user who is authorized to do so, then routed to the
appropriate review or approver personnel based on configurable business rules, and
if approved, define and monitor the specific activities required to complete the
change correctly. See Figure 5.1 for the main business process steps.

Initiate Review and Approval and
Change =% Evaluate ‘ pEeIeam

Request Change

Generation Execute Review and
of Activities || oo | o

Figure 5.1 Lifecycle of a Change Request in SAP Management of Change

In the following sections, we'll cover each of these steps, including initiating the
change request, reviewing and evaluating changes, approving changes, executing
activities, and reviewing and reporting analytics, in more detail.

Initiate Change Request

Similar to SAP EHS Management, incident management, there is a dedicated applica-
tion to handle the initial entry of a change request. A primary reason for this is the
fact that the user audience who may be authorized and expected to create change
requests could be much broader than the power users who are driving the rest of the
SAP Management of Change process. Operations personnel, maintenance, field work-
ers, facility engineers, process engineers, EHS managers, and others all could be
enabled to request operational changes. The Change Request ‘Complex Change’:
New screen (Figure 5.2) is meant to be relatively simple and capture the required
information to be sent through SAP Workflow to the personnel charged with track-
ing and reviewing requests. Information such as relevant location or equipment,
urgency, criticality, requested dates, and impact assessment are captured in the
change request.
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'y w Change Request Complex Change': New

NTEAEE LERCYCHE

- Oiect information and Dates

ol Slakys
SimmE b Prenaration

Evaluagion

e By LAENFDRD Jofin Zanfond 19.04 2027

GEA00ELR " John Zanford § Mewtoawn g 1904 3022

B iR @

Propoted Dales

- W 1 IR
i ]

w Change Definition

Figure 5.2 Initial Change Request Screen

Review and Evaluate Change

If you are designated as a reviewer for SAP Management of Change change requests,
you ll receive an email notification along with new entries in the SAP Management of

Change Work List to conduct a particular review or evaluation process. The logic
determining who receives the request is based on authorization and also on an SAP
function called Business Rules Framework plus (BRFplus), which allows the user to
configure certain conditions to route the request to the appropriate personnel. Infor-
mation included in the initial request record is viewable to the reviewer(s) and if not
sufficient to make a decision, the reviewer can always return the change request to
the requester for more information.

Approve Change

Once all the reviews are completed, the application can be set up to automatically
start the approval process. If each reviewer indicates an approval in the system, the
list of activities needed to affect the change can be finalized and task assignments
made. Each reviewer has the option to approve or reject the change and drive an iter-
ative process of requesting more information, adding additional reviewers and
review criteria, documenting the decisions, and recording the rationale.
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Execute Activities

The approval steps themselves are managed as activities in SAP Management of
Change, and once a change is approved, all activities relevant for making the change
and closing out the change request process can be added, imported, or generated
automatically by the system based on configurable rules. This list of activities is pre-
sented in a hierarchical format with the expected data for whose responsible, due
dates, status, and categorization (see Figure 5.3).

Change Request "Complex Change’: 10000000110 - PP Test

Edlit & & &)
w  Activities
(* add | % Refresh |
Cezcripticn SIATLS Responsible Al Due Dae Type W umises Soning Murmbses
w & Eyvalation Created John Fanford 05,06 20Z 1 PFhass 100000000133 D010
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& Occupationod Health & Safety Bvaluation  Molified Sonya Cho BB 05062021  Approvel task with awtomatic notfication 100000000027 Hoz0
i Process Satety Evaluation keofified Jenner Lemice B 05060021  Approval task with aufomatic notficateon 10CO000001 23 030
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& Training Revies Motified Gusiof Kroft & 0506021  Approvel task with awtomatic notfication 100000000130 00a0
LU0 appaoe Created John Zanford 05.06.2021 ALo-pomplate 100000000131 0015
#* Auto release Creaned Jdohn Zanford 05063021 Auto-compleie 10G0000001 32 0016

+ Reflerences
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Functional Location 1F10-160-UNTL-RCTR Reacton, Linit 4 «  lan Frazer

Attachments and Links
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MName Description LIEL Created By reated Cnvak

Figure 5.3 Hierarchy of Activities to be Performed Related to a Change Request

Those responsible for completing an activity will get workflow reminders and email
notifications and or can check their SAP Management of Change Worklist. These
users can input information and update status. Since the order in which activities are
completed can be very important depending on the nature of the change, the system
can ensure this by triggering notifications for activities once prerequisite activities
are showing as Complete in the system.

42



5 Management of Change

Analytics

In the original SAP Management of Change version 1.0 application, there were very
limited reporting and analytical capabilities included. There were basic graphical
chart views of change requests and activities, with reports built on OData extracts.

In the current SAP S/4HANA on-premise and cloud releases of SAP Management of
Change, much more capable views utilizing the embedded analytics tools are avail-
able with the standard application. These include SAP Fiori and APF. There is a SAP
Fiori view placing multiple small charts with key information such as the breakdown
of change request types and impacts of the changes. This is followed by one larger
chart that is the focus of the view. In Figure 5.4, the focus is on change request status.
Two reporting views using APF include change activities over time and a breakdown
of changes based on who is entering them (see Figure 5.4).

Figure 5.4 Top Half of an SAP Management of Change Dashboard that has Graphical Views

5.2 Data Model Description

Table 5.1 describes the main objects in the SAP Management of Change process.

Change Request  The overall primary record which is created in the initial step and con-
tains all necessary data for approvals, integration points, document
attachments, status, and activities.

Activity Task object to drive process of reviewing and then actually affecting and
completing the change.

Leading Object The available integration objects outside of SAP Management of Change
that can drive the change. Examples are functional locations, equipment,
and plants.

Table 5.1 List of Primary Objects within SAP Management of Change
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Object

Person Linkage to valid person records or SAP business partner records denoting
who is involved in the change request.

Table 5.1 List of Primary Objects within SAP Management of Change (Cont.)

6  Maintenance Safety/Permit to Work

The process and functionality related to the Permit to Work applications is not neces-
sarily a true SAP EHS application in that it all resides in the overarching Plant Mainte-
nance modules of SAP. The primary objective of the solution is control hazardous
work while reducing the cost of maintenance and to leverage an integrated process
between SAP Asset Performance Management and EHS to communicate pertinent
safety risks and control the maintenance work being performed. Risk and safety
information from SAP EHS can be utilized in the permit process.

The Permit to Work function helps ensure all safety precautions for the maintenance
teams have been identified, communicated, and put in place. It contains steps for the
planning, execution, and approval process for different types of work permits and
safety certificates.

Note

Even though key functionality for this process is provided through the SAP S/4HANA
enterprise management, a specific license purchase for SAP Work Clearance Management
Is needed to enable a complete work permitting process as described in this section.

The purpose of this section is to summarize both the business processes and func-
tionality that is offered within SAP Plant Maintenance and SAP Work Clearance Man-
agement. To do this, we'll describe key steps in each process and list key features
along the way. At the end, we'll discuss outputs from the process, such as regulatory
reports and analytics.

6.1 Business Process

The business process enabled by the application starts with the application for the
work permit and an approval step if appropriate. If approved, communication of
required safety precautions and controls is made by applying them to the permit
records. If all checks out, the work permit is activated and work is performed. Once
complete, any safety precautions are removed (see Figure 6.1).
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Figure 6.1 Process Flow for Control of Work in SAP Plant Maintenance

In the following sections, we'll cover these steps in more detail.

Apply for Permit

Once a maintenance order has been entered into the system, there is a chance to
“control” the work by requiring a work permit to be approved. All necessary informa-
tion, such as the points for isolation, the work to be done, who should approve it, and
the validity date for the permit, are set in the Permits tab of the Display Maintenance
order screen. Relevant safety information and instructions are documented on the
Safety Plan tab of the order (see Figure 6.2).

¢ SAp Display Mairtenance order: 90110F

......

Sadity Waas e Fo.o 6] Fupd
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Figure 6.2 List of Safety Measures Relevant to the Maintenance Order
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Work Permit Approved and Printed

Workflows are triggered and notifications sent to all those who were listed as approv-
ers for the permit. The approvers are able to mark their decision via the workflow
screen or manually in the SAP Work Clearance Management application, as shown in
Figure 6.3. If all have approved, you are able to print the Safety Certificate.

Approvals Documents = Partner Safety Certificates

Approvals
Undo Approval
Approval Category Description Approved Approved By Created By
YU _TAGBEG WCM: Group 1 Beqgin tagging o EAM_WCM
YU TAGAPR WCM: Group 1 Tagging approved v EAM_WCM
YU_TAGREDY WCM: Group 1 Tag ready v EAM_WCM
YU SF APPR Safely Permils Safely environment approved v EAM WCM

Figure 6.3 List of Independent Approvals for a Work Permit

Work Permit Activated in Control Room

Once approved, the overall maintenance order is released for scheduling or execu-
tion. This done by setting the System Status on the order to Released. A Safety Certifi-
cate can be set up and the process of isolating and physically tagging the equipment
or location can occur. After successful isolation of the equipment, the maintenance
worker receives the work order in their job card. Execution of the work can now com-
mence.

Perform Work and Remove Safety Precautions

The worker(s) perform the planned and permitted work based on all conditions set in
the order and the associated permits. The permit is returned and closed in the sys-
tem. As a result, the system automatically recognizes that lockout/tag out is no lon-
ger requires and the lockout/tag out on site can be removed.
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Note

There is a software development kit (SDK) included in the SAP Work Clearance Manage-
ment product that allows you to build and provision a mobile app to drive some of the pro-
cess steps that could be done out in the field.

6.2 Data Model Description

While there are workflows available to move the process forward, the Permit to Work
process is primarily driven by a few key objects, the information they capture, and
their status. Table 6.1 below contains these objects and a brief description.

MainObject

Maintenance Order The overarching process or object that triggers the need for work per-
mitting and control of work. The maintenance order object is standard
with SAP S/4HANA enterprise management.

Work Permit The embodiment of a work clearance application or request to work.
Permits can be set up and released to allow work to occur once
required conditions are met, and can also be closed to stop work. The
main information related to the permit is contained in the Permits tab
on the Maintenance Order screen.

Isolation Both a system setting and analogous to the physical lockout or tagout
devices.
Work Approval A child record for the work clearance application that designates all

approvals needed, and the final disposition of those approvals.

Safety Certificate The Safety Certificate is used for the lockout or tagout of equipment
and other technical objects and for other safety certificates like Excava-
tion Certificate.

Table 6.1 Data Object definitions for Permitting and Work Clearance Management

7  Deployment at a Glance

This E-Bite was intended to provide a functional overview of the applications com-
prising the SAP EHS Management portfolio, and not as a configuration guide or tech-
nical manual. However, to provide some context on the ways in which companies
can consume and implement the functionality, this section is dedicated to explain-
ing general deployment.
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The purpose of this section is to list options for purchasing and deploying the soft-
ware, along with architecture and configuration information, and sources of infor-
mation for further resources on deployment.

7.1  Deployment Options

SAP EHS Management is available to be deployed in multiple ways. The options have
expanded in parallel to the evolution of the SAP platforms and market trends. In
recent years, customers have shown strong demand for applications installed and
delivered through the cloud. SAP has responded and most of what is offered by SAP
can be implemented from the cloud. SAP EHS Management was first built as an on-
premise application in the SAP ERP environment, then moved to SAP S/4HANA on-
premise. At that point, effort was made to offer EHS functionality in a single-tenant,
private cloud subscription. Finally, in the past two years, SAP EHS Management appli-
cations are offered in a multi-tenant, public cloud deployment model. Both private
and public cloud options require a minimum purchase of SAP S/4HANA Cloud toruniit.

On-premise applications are planned with one major release a year, which is part of
the SAP S/4HANA on-premise development path. Cloud-based applications have a
more frequent release schedule, which is currently on a quarterly basis, but this may
move to a continuous delivery model in the future. Fundamentally, both the on-
premise and cloud versions of SAP EHS Management applications run the same pro-
cesses. Public cloud applications have a bit less configuration and custom develop-
ment flexibility, although SAP has found a way to support extensibility in a multi-
tenant environment.

Finally, there have been customer projects set up with a primary on-premise system
for traditional ERP functions, and a need to have the latest functionality for SAP EHS
Management implemented in a hybrid model; the EHS applications are delivered in
the cloud, and then linked back to the on-premise instance through various function
calls and APIs. This approach can technically work, but it is not considered standard,
as some project work is needed to activate and maintain remote function calls (RFCs)
and modify reporting logic to handle the hybrid architecture.

Table 7.1 contains a summary of the standard options for SAP EHS Management.
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= On-Premise = SAP EHS Management component extension
= SAPS/4HANA Asset Performance Management
® Private Cloud m SAP ERP, private cloud edition
= Single-Tenant = SAPS/4HANA Cloud, private edition
m SAPS/4HANA Cloud, private edition, tailored option
m Public Cloud m SAPS/4HANA Cloud

= Multi-tenant

Table 7.1 Deployment Options for SAP EHS Management Functionality

7.2 Commercial Considerations

In the previous section, we introduced the on-premise and cloud deployment options
for SAP EHS Management. There are commercial implications with the choice of
deployment. Cloud applications are sold as a subscription model based on users in the
system or on those whose data is being processed. On-premise applications are sold
based on the total number of employees within the customer enterprise. On-premise
SAP EHS Management will “live” within either the SAP ERP engine or SAP S/4HANA
enterprise management. For cloud, there is a prerequisite of SAP S/4HANA Cloud
with a minimum number of users for a standalone instance.

Ancillary solutions utilized by SAP EHS Management include SAP Adobe Interactive
Forms and SAP Analytics Cloud. There are license purchases required for these tools,
but they may be part of other license agreements with SAP.

SAP EHS Management does offer a set of dedicated mobile applications as described
in earlier chapters. Depending on specific requirements and architecture at the cus-
tomer site, certain components of the SAP Business Technology Platform (SAP BTP)
may be required.

7.3 Installation

In this section, some key steps to activate and use the EHS functionality within SAP
S/4HANA. This isn’t a complete list. Refer to installation instructions and notes pub-
lished by SAP for more details.
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Activation

As discussed in Section 1, SAP EHS Management product is now part of the SAP
S/AHANA core, which means that SAP EHS Management applications are installed
with the SAP S/4HANA application server systems. However, there are some addi-
tional follow-up activities that need to be performed to install the SAP EHS Manage-
ment applications described in this E-Bite.

Additional setup activities for SAP EHS Management include the following steps:

1. InTransaction SICF, activate all EHFND®, EHENV", and EHHSS™ Web Dynpro services
below the node /default host/sap/bc/webdynpro/sap/.

2. Activate the SAPUI5 application handler.
3. Copy the delivery customizing from client OO0 into your other clients.
4. Make the relevant settings in the Customizing activities.

5. Review SAP Note 3127655 and run report R EHFND CHEM PROP MIGRATION to
migrate chemical properties.

Additional setup activities for SAP Management of Change include the following
steps:

1. In Transaction SICF, activate the following Web Dynpro services below the node
/default host/sap/bc/webdynpro/moc/:
— WDA ACTIVITY
— WDA ACTIVITY CHANGE LOG
— WDA CHANGE REQUEST
— WDA CHGREQ CHANGE LOG
2. Activate the following services:
- NWBC runtime node
— SAPUIS application handler
3. Copy the delivery customizing from client 000 into your other clients.
4. Make the relevant settings in the customizing activities.

5. Consider using the example customizing delivered with the hierarchical BC set
/MOC/EXAMPLE CUSTOMIZING.
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Security

SAP EHS Management applications are delivered with detailed authorization concept
that forms the backbone of all SAP applications. The security is role-based. SAP EHS
Management applications are delivered with standard end user roles. The standard
end user roles are provided without any authorizations assigned to them. These roles
can be adjusted by assigning authorization objects to them in the system. In addition
to the standard roles, a master role (SAP EHSM MASTER) is provided that contains the
complete content of the EHS applications. Table 7.2 contains the list of the roles deliv-
ered with SAP EHS Management applications. Figure 7.1 provides an example role list
as well. For exact details, refer to the information on the SAP Help Portal.

= Role Name (1) B2 Entries found w x
Single Roles Composite Roles  Roles ,
| >
| E| Qe (M) 0| B
Single Role * short Role Description
L [Sﬁﬁ._EHS_G'H_-uﬁEéT jﬂue-shun Catalogs and Questionnaires %
SAP_EHS OH_SET Current Settings
SAP_EHS SAFETY_INFO_APP SAP EHS Safety Information
V| SAP_EHSM_ADMINISTRATOR Administrator
SAP_EHEM_ADMINISTRATOR_CLASSIC  EHSM: Applicabion Administrator for EH&S Processes in SAP ERP 6.0
SAP EHSM_ENV_TECHNICIAN Environmental Technician
SAP_EHSM_FND_MIGRATION EHS Management: Migration Permission
SAP_EHSM_FND WF_PERMISSION EHSM Workllow Permission
SAP_EHSM_HSS_CHEMAPPR Chemical Approver
SAP_EHSM_HSS CHEMREQ Chemical Requestor
SAP_EHSM_HSS EML_REC Health & Safety E-mail Recipient
SAP _EHSM_HSS EMPL_FIRST_AID
SAP_EHSM_HSS_ENVMGR Environmental Manager
SAP EHSM HSS HAZSUBMGR Hazardous Substance Manager
SAP_FHSM_HSS HSMGRCORP Corporate Health & Safety Manager
SAF_EHSM_HSS_HYGIENIST Industrial Hygienist
SAP_EHSM_HSS_INCIDENT_ADMIN Incident Administrator
SAP_EHSM_HSS_INCIDENT_APPROVER  Incident Approver
SAP_EHSM HSS_INCIDENT MANAGER  Incident Manager
SAP_EHSM_HSS5_INCIDENT_NOTIFIED Holification Recipient
SAP_EHSM_HSS INCIDENT_REPORTER Incident Reporier
SAP_EHSM_HSS_LINEMGR Line Manager
SAP_EHSM HSS SAFEMGR Safety Manager
SAP_EHSM_HSS_SDSCLERK Safety Datasheet Clerk
SAP EHSM HSS SMPLTECH Sampling Technician
SAP_EHSM_MASTER Template PFCG role for EHS Management Menus ﬁ
L SAD _EHSM _DUMDIASERIGE 1 ASSH EHSRE Dheaeo Mananar =
82 Entries found |

Figure 7.1 Example List of Roles
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Frontend Role

Employee - First Aid

Environmental Manager

Hazardous Materials Manager

Industrial Hygienist

Production Operator - EHS Info

Backend Role

Chemical Approver
Chemical Requestor

Corporate Health and Safety
Manager

Employee - First Aid

Environmental Manager

Hazardous Substance Manager

Incident Manager

Incident Reporter

Industrial Hygienist

Notification Recipient

Role Description

Employees providing medical assistance to sick/injured
employees.

Assigned to the person managing the compliance activi-
ties as well as emission monitoring to meet the require-
ments of federal/state/local regulations.

Assigned to employees responsible for managing hazard-
ous materials in a company.

Assigned to employees responsible for exposure monitor-
ing, risk monitoring, and ensuring the health & safety of
the employees.

Assigned to employees responsible for environmental
tasks.

Role Description

Assigned to employees responsible for approval of any
new chemicals in a plant.

Assigned to employees who may request purchase of a
new chemical.

Assigned to employees who are overall responsible
for health and safety of the employees within the
organization.

Employees providing medical assistance to sick/injured
employees.

Assigned to person managing the compliance activities as
well as emission monitoring to meet the requirements of
federal/state/local regulations.

Assigned to employees responsible for managing hazard-
ous materials in a company.

Assigned to individuals who are responsible for managing
an incident/near miss/safety observation and track com-
pletion of investigations and corrective actions.

Assigned to person who would be reporting an incident/
near miss/safety observation.

Assigned to employees responsible for exposure monitor-
ing, risk monitoring, and ensuring the health and safety of
the employees.

Assigned to recipients of fatality notification.

Table 7.2 All Standard User Roles Provided by SAP EHS Management
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Backend Role Role Description

Safety Data Sheet Clerk Assigned to employees responsible for entering the SDS
data in SAP for an incoming chemical .

Safety Manager Assigned to employees who are solely responsible for the
safety of the employees.
Sampling Technician Assigned to employees who are responsible for planning,

preparing, and executing samplings.

Production Operator - EHS Info  Assigned to employees responsible for environmental
tasks.

Table 7.2 All Standard User Roles Provided by SAP EHS Management (Cont.)

7.4  Migration

As discussed in Section 1, functionalities for EHS within the SAP platform have evolved
over time since the late 1990s. As a result, many companies still run the SAP EHS
Management component extension while others have moved on to SAP S/4HANA.
Therefore, it's important to understand the approach for either moving from the
EHSM component extension to SAP S/4HANA or upgrading from a lower version of
SAP S/4HANA to the latest version.

One of the important steps in migration is moving existing data and SAP has pro-
vided the SAP S/4HANA migration cockpit as one technical option. Using the SAP
S/AHANA migration cockpit, system admins can migrate data directly from certain
SAP source systems or can use staging tables to migrate data using appropriate
migration Microsoft Excel templates.

Some of the key features of SAP S/4AHANA migration cockpit include:

= Migration of data using migration projects
= Monitoring of migration status
= Selection of migration objects relevant to migration scenario

= (Capability to simulate migration prior to actual migration of data to SAP S/4HANA

Note
There is no direct path for conversion from the EH&S add-on in SAP R/3 to SAP S/4HANA.

Below is the list of all migration objects available for SAP EHS applications (Table 7.3).
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Migration Object Name Object Type | Approach

EHS - Task Transactional File/Staging Table EHS-SUS-EM
data

EHS - Data classier Master data  File/Staging Table EHS-SUS-EM
EHS - Location classier Master data  File/Staging Table EHS-SUS-CI
EHS - Chemical/Physical Masterdata  File/Staging Table EHS-SUS-FND
property

EHS - Compliance scenario Master data  File/Staging Table EHS-SUS-EM
EHS - Data collection Masterdata  File/Staging Table EHS-SUS-EM
EHS - Compliance requirement Masterdata  File/Staging Table EHS-SUS-CI
EHS - Calculation definition Masterdata  File/Staging Table EHS-SUS-EM
EHS - Location aggregation Masterdata  File/Staging Table EHS-SUS-EM
EHS - Location hierarchy Master data  File/Staging Table EHS-SUS-FND
EHS - Location Masterdata  File/Staging Table EHS-SUS-FND
EHS - Location hierarchy Masterdata  Direct Transfer - —SAP ERP  EHS-SUS-FND
EHS - Location Master data  Direct Transfer - —SAP ERP  EHS-SUS-FND

Table 7.3 The Primary Objects to be Migrated When Moving or Updating SAP EHS Management

In certain instances, SAP may deprecate some functionality as well or provide an
alternative solution for old functionality. In addition, in certain cases, SAP may make
changes to the data structure or data models of certain applications and prescribe
specific steps and actions to be completed pre and post migration. All this informa-
tion is readily available in simplification lists that SAP releases with every new release
of the SAP S/4HANA version.

1.5 Basic Configuration and Master Data

This section contains information on some of the more important configurations
and settings that impact the processes supported by SAP EHS Management solutions.
It covers key user settings, backend configuration in the IMG, master data setup, etc.
This section isn't intended to be a complete configuration guide.

SAP Fiori Launchpad Tiles

As discussed in Section 1, SAP EHS Management applications can be accessed through
the SAP Fiori launchpad. The SAP Fiori launchpad is the entry point to SAP Fiori apps
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on mobile or desktop devices. User access to the apps is based on SAP’s authorization
concept. SAP EHS Management is delivered with a pre-defined set of apps and tiles for
each of the various solutions. Not all the apps delivered within SAP EHS Management
solutions are native SAP Fiori applications; some of these have the structure of the
Web Dynpro application. There are approximately 37 native SAP Fiori apps for the
SAP EHS Management applications and details of these apps are available in the SAP
Fiori apps reference library.

Configuration

SAP EHS Management applications can be easily configured using the IMG. The IMG
is a tool which allows customers to configure and adjust the SAP application based on
their specific requirements. The IMG tool is available for all SAP applications.

Figure 7.2 shows the IMG configuration structure for SAP EHS Management, incident
management.

Structure

J o W Incident Management
i General Configuration
Process Configuration
Master Data Configuration
Print Forms and Interactive Forms
File- Based Reporting
Incident Recording
Investigation
Integration
I b Business Add-Ins
Apps for Incident Management

Injury/lliness Log

Figure 7.2 First-level View of IMG Structure for SAP EHS Management, Incident Management

Similarly, SAP EHS Management, health and safety management, SAP EHS Manage-
ment, environment management, and SAP Management of Change solutions pro-
vide an implementation guide configuration structure that can similarly be adjusted
based on customer specific requirements to set-up the system. The high-level struc-
ture of the IMG for each of the solutions are shown in the following figures:

= Figure 7.3 shows the IMG configuration structure for SAP EHS Management, health
and safety management.

= Figure 7.4 shows the IMG configuration structure for SAP EHS Management, envi-
ronment management.

= Figure 7.5 shows the IMG configuration structure for SAP Management of Change.
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Structure

s

5. ol T Y . T o ¥

R

Health and Safety Management
General Configuration
Process Configuration
Master Data Configuration
Hazard and Control Register
Print Forms and Interactive Forms
Chemical Approval
Risk Identification
Risk Analysis
Risk Evaluation
Risk Treatment
Risk Monitoring and Review
Hazardous Substance Inventories
Safety Instruction
Integration
Fiori Apps for Health and Safety Management
Business Add-Ins

Figure 7.3 First-level View of IMG Structure for SAP EHS Management, Health and Safety Management

Structure

L Y . " VAR P .

Environment Management
General Configuration
Process Configuration
Master Data Configuration
Compliance Requirement
File-Based Reporting
Integration
Business Add-Ins

Figure 7.4 First-level View of IMG Structure for SAP EHS Management, Environment Management

Structure

7o B e B S B B B e e R T L

LT N R LT

Management of Change
Settings for Reference Objects
(= Define Change Request Number Range Intervals
(5 Define Activity Number Range Intervals
(= Define Timepoints
= Define Codes
(2 Define Catalogs and Code Groups
(. Define Duration
(= Define Partner Role
(Z Define Impact
(% Define Follow-Up Actions
(5 Define Activity Type
(= Define Activity Template
.~ Define Change Request Type
User Status
Digital Signature
Business Add-Ins
Additional Settings
Tools

Figure 7.5 First-level View of IMG Structure for SAP Management of Change
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Master Data

SAP defines master data as the core data of an enterprise that exists independently of
specific business transactions and is referenced in business transactions. Master data
represents business objects rather than business transactions and is rarely changed
over a period. Based on SAP’s definition of master data, SAP EHS Management solu-
tions have their own master data which forms the core foundation of these solutions.
Some of the examples of master data within SAP EHS Management includes, but is
not limited to, locations, chemicals, controls, compliance requirements, jobs, and
similar exposure groups.

One of the main master data objects within SAP EHS Management, which is utilized
across all the SAP EHS Management solutions, is location. Location is a central master
data object that can be organized in a hierarchical structure to represent where a loca-
tion exists spatially or functionally in a company. Some examples of location are a
plant, equipment, and building.

Location master data allows for creation of an independent location structure specific
to the needs of the EHS group to manage the EHS business processes utilizing the SAP
EHS Management solutions. However, the location structure in SAP EHS Management
can be integrated with the technical objects that exist in the Plant Maintenance compo-
nent. Figure 7.6 depicts a sample location structure. Each location within this structure
is an individual location master data object with pre-defined attributes.

¢ SAP Locations

Import from PM Change Aftnbutes Edit Person Assignments Edit Default Control Assignment Edit Location Structure
Recent Structure View Search Favorites
Location Structure Organizabional Structure
Standard - | C | | ™ i My Location: | Apex Industries / 1D 1 - l Show All Locations | |r Set as "My Location™ | | Display §
Location Location Type Location Classifiers Status Technical Object
| l&  Apex Industries Company Active
» Apex Commercial Business Unit Active
» Apex Energy Business Unit Active
» Apex Food Business Unit Active
w Apnex Speciality Chemicals Location Activie
v McKee Plant Plam Active
2 Production Area 1 Production Linit Active
Production Area 2 Production Unit Active
Production Area 3 Production Unit Active
> Unit 1, McKee Plant Production Unit Active
Unit 2, McKee Plant Production Unit Active
v Unit 3, McKee Plant Praduction Unit Active
Cooling Water Circulation Pump-3 Equipment Active 210100093
Distillation Unit, Unit 3 Equipment Active
Reactor, Unit 3 Equipment Active

Figure 7.6 Demonstration Example of an EHS Location Hierarchy
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Integration

SAP is an enterprise software and therefore it is important for various SAP appli-
cations to seamlessly integrate with each other, and SAP EHS Management is no
different. This integration also ensures consistency by reusing existing data in dif-
ferent components and eliminate data redundancy. Table 7.4 lists the integrated
components and specifies how these components can support a customer’s busi-
ness scenarios.

Business Partner Leverage the business partner object in various pro-
cess steps where a valid person record is required but
it may not be an employee.

Personnel Administration Leverage valid person records from either SAP ERP
Human Capital Management or SAP SuccessFactors
(depending on deployment). All of the SAP EHS Man-
agement solutions use this. Integration for various
functions including task management and injury
tracking.

Personnel Time Management A two-way integration where absence data can be
read from SAP HCM or absence records can be sent
over from SAP EHS Management.

Organizational Management Leverage organization structures for workflow notifi-
cations and other process steps.

Plant Maintenance Leverage functional locations and equipment master
records and also support the maintenance order pro-
cess with a trigger from SAP EHS Management task
management creation.

Cost Centers Track financial impact against the central list of cost
centers in SAP ERP.

Materials Management Leverage material master records for chemical man-
agement integration.

SAP Manufacturing Integration These are options to pull data from shop floor sys-

and Intelligence and SAP Business tems and data historians.

Technology Platform

Regulatory Content APl available to import compliance requirement data

based on regulations.

Table 7.4 Standard Integrations for SAP EHS Management
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7.6 Useful Resources

Table 7.5 contains a list of information sources that may be helpful in better under-
standing SAP EHS Management functionality, roadmap, customer implementation
approach, installation procedures, and other items to help move the application life-
cycle forward.

SAP EHS Management product page http://s-prs.co/v553604
SAP Road Maps http://s-prs.co/v553603
SAP Help Portal EHS article http://s-prs.co/v553605
SAP Fiori Apps Reference Library http://s-prs.co/v553606
Useful SAP Notes SAP Note 3127655

SAP Community Forums on sustainability http://s-prs.co/v553607
User groups ASUG, DSAG

Table 7.5 List of Informative Sites and Other Resources

8  What’s Ahead for SAP EHS Management

In all of the other earlier sections in this E-Bite, we have talked about the evolution of
the SAP EHS Management functionality in different versions, the current portfolio,
and its value proposition. There are explanations of current processes, integration
points, and deployment approach.

The purpose of this section is to provide you with a vision of what is possible with SAP
EHS Management as part of the overall SAP S/4HANA platform and what is planned
as a future state for the solutions, including our plan to incorporate intelligent tech-
nologies into the SAP EHS Management applications, more focus on the potential for
lIoT, and the role SAP EHS Management plays as a data source for sustainability
reporting. We'll note which items are part of a planned development roadmap dis-
cussions versus more visionary concepts.

Note

This section is not intended to be an official development roadmap statement from SAP.
For the current official roadmap of SAP EHS Management, access the SAP Road Maps site
at http://s-prs.co/v553603.
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8 What's Ahead for SAP EHS Management

8.1 An Intelligent Platform to Support
Sustainable Operations

As a business function and domain area, the topic of EHS has, for decades, always
been a key factor in maintaining business continuity and staying in compliance. In
the last few years, there has been somewhat of a paradigm shift driven by many fac-
tors, most notably the increasing urgency and focus on creating more sustainable
enterprise, and the onset of the global COVID-19 pandemic in 2020. Along with the
traditional value proposition of EHS software described in Section 1, these new forces
converged to create stronger demand for EHS information, more transparency, more
automation, better data quality, new use cases— and new opportunity for EHS soft-
ware vendors.

Significant opportunity comes with increased expectations, new requirements, and
(a rather urgent) need for new innovations to address this current set of challenges
facing EHS practitioners and their organizations.

With that as the backdrop, the teams responsible for SAP EHS solution management
and development have been evaluating this new reality as it evolved and modified
certain plans and priorities to account for it. The primary focus is to build out a uni-
fied but modular platform for EHS processes that leverages more “intelligent” tech-
nologies and elevates the solutions from simple transactional data systems to some-
thing more dynamic and useful. The objective is to have SAP EHS Management as a
key driver for more sustainable operations, a main data source for all manner of sus-
tainability metrics reporting, and a tool to help achieve true operational excellence.

The vision of how SAP EHS Management may be set up to do this can be initially bro-
ken down into the three themes or solution attributes of situational awareness, cer-
tain levels of autonomy, and ubiquity. Figure 8.1 shows these in no particular priority.

Situational Awareness Autonomy Ubiquity

Information, logic, content, and insight
combine to create a new level of
situational awareness for EHS.

Algorithms and Al pull information
from external and enterprise sources,
perform analysis automatically, and
serve up filtered information and
recommendations to the EHS
practitioner,

Leverage the broader SAP platform
and technology to manage seamless
communication and capture relevant

data flow from all sources, at all times,
in all locations.

Figure 8.1 Three General Themes Governing a Possible Future for SAP EHS Management
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These attributes give some structure to the overarching solution topics and intended
customer business outcomes that SAP would like the EHS applications to foster and
support. Figure 8.2 shows this general relationship:

Workplace
Safety

Increased Situational Awareness

Situational Awareness

Business Continuity

Semi-autonomous Processing ERVIEGTTIERT

i Management Operational Excellence
Ubiquity
Sustainable Operations
Operational
Safety

Figure 8.2 Attaining Desired Business Qutcomes by Driving an Intelligent Approach with SAP

8.2 Advanced Functionalities

The following sections describe specific examples of use cases and functionality that
is being considered for development in SAP EHS Management.

Semi-autonomous Processing with Artificial Intelligence and Machine
Learning

The established trend of driving processes through artificial intelligence (Al) and
machine learning is something that must be considered when planning the next gen-
eration of EHS software applications. There is a large volume of information and data
being generated, being collected, or being analyzed based on all the various business
processes we have covered in this E-Bite. EHS practitioners need systems to triage
this data, serve up suggestion on what action to take, give forecasts, and create
insight not readily apparent from the transactional data alone. The objective is to
serve information and insight to the EHS function and operate on a level way beyond
the base transactional systems of the past. With Al functions pulling information and
creating new insight, the system also allows autonomous or semi-autonomous pro-
cessing, where certain steps in the business process are handled directly by the sys-
tem, or the system augments data entry or other tasks to free up the user. Essentially,
it allows EHS practitioners to focus less on transactional data entry and more on the
situation at hand. SAP EHS Management is part of the SAP S/4HANA digital core, and
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will be able to leverage various tools SAP has created there and leverage tools that are
part of SAP Business Technology Platform. The plan is to first focus on triage filters
and suggestions that are semi-autonomous, leaving final decision-making to a
human user.

Enhanced Situational Awareness Driven by Internet of Things-based
Solutions

SAP EHS Management, at its heart, is a transactional system, securely collecting data
for the EHS processes over time and making that available through reporting and
analytics. The advent of mobile devices and apps along with “connected” devices
within the Internet-of-Things (IoT) framework has created an opportunity for EHS
practitioners to attain much higher levels of situation awareness across all opera-
tions in their organizations. Connected loT devices and associated applications also
create new ways for users to interact with software like SAP EHS Management and
improve those transactional steps. They allow SAP EHS Management to act even
more like a platform where information flows from connected devices and mobile
apps into its databases without users having to click through browser screens at a
desk. Better emergency response, faster reaction to incidents, reduced risk, reduced
environmental impact, etc. are all possible benefits of incorporating IoT solutions
into the overall system landscape for EHS. In Table 8.1 is a list of some of the most
prevalent device types currently available to EHS practitioners.

Location Tracking Dedicated devices or mobile apps that enable real-time location track-
ing, location history, and geo-fencing for both workers and their supervi-
SOfrs.

Gas Detection Wearable devices or area monitors that will detect certain hazardous
gasses that cannot be smelled or seen and track concentrations against
thresholds, alerting users if thresholds are exceeded.

Noise Monitoring Wearable devices or area monitors which track decibel levels in a work
environment, alerting users if certain thresholds are exceeded. Exposure
history is also relevant.

Exposure Wearable devices or area monitors which track chemical concentrations

Monitoring or other hazard parameters in a work environment, alerting users if cer-
tain thresholds are exceeded. Exposure history is also relevant.

Heat Stress Wearable devices or area monitors which primarily track temperature

Monitoring and humidity levels in a work environment, alerting users if certain

thresholds are exceeded.

Table 8.1 Partial List of Relevant Device Types for Supporting EHS Processes
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Fall Detection Dedicated devices or mobile apps that utilize accelerometers and possi-
bly Al processing to detect when a worker falls down. Alerts can be sent
to supervisors and others. This can be important in the case of “lone

workers.”

Body Cameras Connected real-time audio and video feeds sources from wearable cam-
erdas.

Drones Not human-centric loT, but still relevant for EHS purposes. Drones can

perform emergency response, facility inspections, security, and detect
hazardous conditions as a complimentary function to human personnel.

Smart camera Al-based processing and other intelligent functions applied to security

systems and shop-floor camera systems. Useful in detecting hazardous acts and
hazardous conditions that may not be noticed by workers.

Water Quality Connected sensors tracking water chemistry parameters against limits

Sensors set by permit or regulation. History may be relevant as well.

Air Quality Sensors Connected sensors tracking air quality parameters against limits set by
permit or regulation. History may be relevant as well.

Table 8.1 Partial List of Relevant Device Types for Supporting EHS Processes (Cont.)

New User Experience Paradigm and Data Visualization Options

The SAP S/4HANA enterprise platform ushered in a new user experience standard for
SAP solutions that is based on a technology branded as SAP Fiori. It is not in the scope
of this E-Bite to explain the details of SAP Fiori, but suffice to say, it represents an
improvement in usability and flexibility compared to previous structures in SAP ERP
and SAP R/3.

SAP EHS Management is already leveraging the SAP Fiori 2.0 standard in most of its
user interfaces, and the plan is to incorporate SAP Fiori 3.0 when it is full released.
This latest version has additional options for user homepages, data feeds, and notifi-
cations in line with the transactional data applications.

Another area where user experience and presentation of data is expected to see fur-
ther improvement is analytics and visualization. At a basic level, each new version of
the SAP EHS Management applications may have more reports, more filters, and
more visualization options as part of the embedded analytical tools. The plan is to
move past the traditional bar charts and pie charts to provide a richer experience
with geospatial views, predictive analytics, real-time video feeds, and more interac-
tive views. Figure 8.3 shows some examples of what is possible.
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Figure 8.3 Views from SAP Analytics Cloud, SAP Visual Enterprise, and SAP EHS Management
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8.3 Cloud-first Development

Beginning in 2019, the development teams responsible for SAP EHS Management
functionality transitioned to an approach where new functionality will be developed
first in cloud versions and then later rely on planned annual releases to deliver it on-
premise. The focus is to drive cloud development and try to maintain functionality
parity with on premise options. This is aligned with the overall SAP development
strategy of focusing on cloud first.

At the time of this E-Bite publication, all functionality besides what is in the SAP EHS
Management, health and safety management solution is available in both single-
tenant private cloud offerings and a multi-tenant public cloud offering. This is a
direct result of the change in development focus.

From a roadmap perspective, this focus on the cloud will continue, resulting not only
in new software functionality, but the possible inclusion of additional content and
configuration to better enable a cloud-based implementation.

8.4 AFocus on Sustainable Operations

We want to end this section, and the main text of the E-Bite, with a comment regard-
ing the general path forward for SAP EHS Management as a software product and
solution platform. SAP for many years has always put a priority on being an exemplar
of running a business more sustainably and being a good corporate citizen. It has led
to numerous awards and top rankings in various rating indexes like Dow Jones. SAP
has now placed significant focus on building software products to help its customers
become more sustainable, aligning with major trends in the market, but also in the
world. The software company recently announced a whole suite of applications
under the umbrella solution called SAP Cloud for Sustainable Enterprises in addition
to investing to embed relevant functionality in existing line-of-business solutions
for business planning and transportation. SAP EHS Management is a key source of
information for different topics within SAP’s sustainability portfolio and this posi-
tioning has led to ideas of evolving the platform into something that will better sup-
port a broader scope of sustainable operations overall.
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9 What’s Next?

EHS is just one part of managing a healthy, functional organization. Now that you've
seen how EHS works in SAP S/4HANA, take a broader look at warehouse management
with SAP S/4HANA or SAP EWM. Alternatively, check out a business user handbook to
learn more about completing your daily plant maintenance tasks in SAP S/4HANA. If
you're new to the world of logistics, discover how SAP S/4HANA can transform your
supply chain with an introductory guide.

Recommendation from Qur Editors

Get your warehouses up and running with Warehouse Manage-

E ment with SAP 5/4HANA by Namita Sachan and Aman Jain! Get
I @ step-by-step instructions for configuring embedded and decen-

tralized EWM in SAP S/4HANA. Learn how to implement key
warehouse processes, from goods issue and receipt to picking
Warehouse Management

with SAP S/AHANA and packing.

Visit www.sap-press.com/5480 to learn more about Warehouse
Management with SAP S/4HANA!

In addition to this book, our editors picked a few other SAP PRESS publications that
you might also be interested in. Check out the next page to learn more!
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Ii'lan.t. Maintenance with
SAP S/AHANA

B Fohsai rrvery

Logistics with SAP S/AHANA

&n Introduction

Plant Maintenance with SAP S/4HANA: Business User Guide

Your company is now on SAP S/4HANA. Are you ready to
run your plant maintenance operations on it? Get step-
by-step instructions for all your routine functions, includ-
ing scheduling repairs, planning maintenance cycles, and
completing inspections.

665 pages, pub, 10/2020
E-book: $74.99 | Print: $79.95 | Bundle: $89.99
www.sap-press.com/5180

Warehouse Management with SAP EWM

Configure and run your warehouse business processes
with this guide to SAP Extended Warehouse Manage-
ment. Learn the ins and outs of SAP EWM setup and busi-
ness processes.

716 pages, pub.12/2015
E-book: $74.99 | Print: $79.95 | Bundle: $89.99
WwWw.sap-press.com,/3914

Logistics with SAP S/4HANA: An Introduction

This is your starting point for logistics with SAP S/4HANA!
Explore functionalities for sourcing and procurement,
production execution, plant maintenance, sales order
management, and more.

602 pages, 3rd edition, pub. 04/2022
E-book: $74.99 | Print: $79.95 | Bundle: $89.99
www.sap-press.com/5509
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SAP PRESS E-Bites

SAP PRESS E-Bites provide you with a high-quality response to your specific project need. If you're
looking for detailed instructions on a specific task; or if you need to become familiar with a small,
but crucial sub-component of an SAP product; or if you want to understand all the hype around
product xyz: SAP PRESS E-Bites have you covered. Authored by the top professionals in the SAP uni-
verse, E-Bites provide the excellence you know from SAP PRESS, in a digestible electronic format,
delivered (and consumed) in a fraction of the time!

Manu Kohli
Incident Management with SAP EHS Management
www.sap-press.com/3997 | $19.99 | 132 pages

Mrinal K. Roy
Introducing Extended Warehouse Management with SAP S/4HANA
www.sap-press.com/5010 | $29.99 | 151 pages

Khaled Saeed Dahrog
Maintenance Planning with SAP Plant Maintenance
www.sap-press.com/4110 | $19.99 | 100 pages

The Author of this E-Bite

Michael Censurato is the global solution manager for the EHS applications
offered by SAP, driving solution strategy and go-to-market efforts in all regions.
He has more than 22 years of experience related to the design, development, and
implementation of SAP EHS Management and sustainability software solutions.
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